Electronic Health Records (EHR) are becoming a growing trend in the healthcare industry. Especially when applied across healthcare organizations, EHRs provide benefits such as financial incentives and a more complete view of a patient's history. However, they also face security issues regarding the confidentiality and privacy of the patients' data, especially when the EHRs are stored at third-party providers or in the cloud. In general, confidentiality can be ensured by using cryptographic mechanisms or access control. Unfortunately, both techniques diminish the usability of the EHR if they are applied straightforwardly. Privacy and confidentiality have to be ensured in a way that does not restrict usability as it reduces the benefits of the EHR. This paper presents experiences from a requirements analysis we made during ongoing projects. We summarize the requirements for integrating end-to-end confidentiality into large-scale EHR systems in a usable fashion. In particular, we show (i) which data granularity is useful to be encrypted without interfering with access control, (ii) requirements for an authorization mechanism to access encrypted data, (iii) a privacy classification of typical metadata in EHRs, and (iv) interoperability issues that must be solved to allow for secure and usable EHR implementations.
Introduction
The tendency towards adoption of Health Information Technology (HIT) and particularly Electronic Health Records (EHR) has increased in most countries in recent years. The potential benefits of EHR have lead to substantial interest on the part of policy makers to speed up adoption and use across the globe [19] . Patients' medical data are stored in Electronic Health Records, which enable different care providers to retrieve all required information about the same patient [32] . An EHR is a patient-centered, longitudinal, comprehensive and prospective container of a patient's medical data [11] , aiming at increasing the quality and efficiency of integrated healthcare [14] . Moreover, using EHRs can help to reduce the number of unnecessary examinations and reduce costs as physicians are being provided with a complete history of the patient's treatments.
Electronic health records may be maintained in a centralized environment at one healthcare provider or be decentralized and spread across different sites [27] . This requires interoperability of all systems communicating within the EHR network [5] . While decentralized storage avoids privacy risks from aggregating huge amount of medical information from several patients at a single place, it also requires each site to maintain the local infrastructure, providing access from other sites, and to ensure that only authorized access is possible. This could overburden healthcare providers, especially smaller organizations without their own IT department. In contrast, storing data at a central place, operated by third party providers, avoids costs of maintaining the infrastructure at healthcare institutes. We expect this to become well established among healthcare organizations, and in the future even healthcare providers might opt to store medical data in the cloud. Therefore, interoperable EHR systems are assumed to provide financial incentives [33] . However, the adoption of standardized, interoperable EHRs faces a number of problems. While there are legal, financial, organizational and technical challenges and barriers [4] , EHR architectures often lack appropriate security and privacy mechanisms that are practical for its users at the same time.
On the one hand, EHRs need to ensure the confidentiality of the patients' data and adhere to local privacy laws. In countries with strict privacy laws, patients have to authorize every access to their EHR by any physician [2] . In addition, the security and privacy of the medical data become even more important when the medical data is stored in the cloud [21] . The cloud provider is not part of the patient-physician confidentiality. They can be expected to be semi-honest, i.e., honest but curious, giving rise to insider threats [6] . As the cloud provider cannot be trusted, data has to be protected at all times during transport from the sender to the receiver, ensuring end-to-end security.
On the other hand, security mechanisms integrated into EHR systems must be usable in practice and should not complicate existing workflows. For instance, authorization of access by the patient imposes a demanding set of requirements onto the EHR. Authorization is a problem especially in cases in which the patient is in no mental or physical condition to authorize a physician by complex technical means. As privacy laws have to be adhered to and can not be ignored in order to increase usability, their effects on the usability of the EHR have to be identified and taken into consideration when designing measures to protect the EHR.
Security and confidentiality of data can be achieved by utilizing data encryption to protect the data itself and access control schemes to limit access to data. Both approaches however have drawbacks. In case of security solutions depending solely on access control the insiders can easily obtain data by circumventing the access control. The administrators have physical as well as OS-level access to the EHR servers, making all application-level protections such as access control ineffective. A solution depending on encryption requires key management, though we may not know the receiver of the data when it is encrypted. This is a common scenario for EHRs as it is not predictable who might become interested in a document in the future. Hence, standard public key cryptography is insufficient to satisfy this property in a usable manner.
In this paper we summarize our experiences gathered in the requirements analysis during several projects [9, 24] aiming at the development of a usable security architecture for EHR systems. We identified four new requirements which we will lay out. These requirements previously received only little attention and we argue that further research is needed in the areas of usable encryption, privacy of metadata, diversity of usage and interoperable as well as standardized security. Differences in security among organizations in the EHR network may weaken overall security, we argue to standardize security and give examples of research efforts in this direction.
Related work
There are a number of works focusing on privacy and security of EHRs. However, only few consider end-to-end security.
Boonstra and Broekhuis [4] identify general barriers of adopting EHRs and give a high-level view of the resulting problem areas. The barriers they identified are of financial, technical, psychological, social, legal and organizational nature as well as problems introduced by the new workflow of the acquired system. While we focus on end-to-end security of EHRs, their work describes other problems of adoption and, as such, is complementary to ours.
Haas et al. [13] state four privacy requirements for EHRs: (i) binding privacy policies formulated by the patient, (ii) proof of the enforcement of these policies, (iii) anonymity of users, and (iv) a trust boundary which only includes parties involved in the treatment of the patient and certification authorities. While we agree with the notion of a trust boundary encompassing only parties involved in the treatment, recent headlines have shown certification authorities not to be trustworthy in general [22] .
Kahn et al. [20] identify technical and security requirements for EHR systems. Their security requirements, however, focus on compliance to the Health Insurance Portability and Accountability Act (HIPAA), and the technical requirements focus on the semantic interoperability of data exchange.
Löhr et al. [23] propose a security architecture in distributed e-health scenarios that includes the platform security of the end-user devices. In their solution, though, the EHR server is trusted and protected from other servers in a centralized e-health infrastructure. Here, we focus on end-to-end security where we do not trust the EHR server.
Generally two main techniques are used to secure health records: encryption and access control, being combined most of the time. However, pure access control approaches [3, 29] do not provide the needed protection as we can not trust the EHR server where the access control is enforced.
Van 't Noordende [31] discusses the architecture of the Dutch Electronic Patient Dossier (EPD) and describes its security weaknesses and risks. The author argues that due to the decentralized storage of patient medical records in the information systems of the care providers, the encryption of medical documents is less relevant and a central access control provides sufficient confidentiality. This argument is true only if (i) the IT administrators of the information systems of healthcare organizations are fully trusted, (ii) the storage of medical records is not outsourced to (potentially untrusted) third parties and (iii) unauthorized physical access to the file servers may never happen. It is obvious that these constraints are very hard to satisfy. Therefore we believe that the data must be regardless of the storage location kept encrypted. The only location where patients' medical data may be in plain-text available is the end system of a health professional.
Model
We foresee the storage of electronic health records to move from the individual storage systems of healthcare providers to a (logically) centralized EHR system, operated by a (partially trusted) third party, eventually even a (fully untrusted) cloud provider. We consider the EHR provider to be semi-honest meaning he may try to get a look at the data and look for opportunities to benefit from the information. As a result, data stored at the EHR provider has to be secured at all times in a way which does not leak information to the EHR provider. The considered usage scenario is presented in Figure 1 .
It is of essential importance to note that in our model the whole EHRs are not necessarily stored at one physical location and may be distributed across different providers. However as it does not affect the security requirements we represent the EHR storage servers as one single logical component in the cloud. Also in a decentralized approach, some healthcare providers may wish to outsource storage of medical data to a cloud provider. Therefore, there are no fundamental differences in the security requirements of both approaches and the represented requirements apply also to decentralized systems, in which storage of medical data at third party providers is preferred to establishment and maintenance of an own IT infrastructure.
The requirements we outline in this paper are grounded in the following concrete use case scenario. Patients authorize a healthcare provider to access their EHR for a limited time through an authorization mechanism which is described in section 6 shortly. The healthcare provider is then able to encrypt and upload a number of medical documents to the patient's EHR. Similarly another healthcare provider can, after authorization by the patient, retrieve those documents in the patient's EHR and decrypt them. An access control component is available that verifies permissions of the health professionals. A healthcare provider is able to run an arbitrary number of storage/retrieval transactions on an EHR within the validity time of the authorization granted by the EHR's owner. Moreover, the patients need not be always physically present in order to authorize access to their EHRs. The authorization can also take place remotely, enabling the healthcare providers to work on patients' EHR data without patients' physical presence at healthcare organizations.
General Requirements
In regard to EHR systems, a number of issues should be considered to ensure confidentiality of patients' electronic health data. In this context, patients should be able to define specific access privileges to their personal health data. Exemplarily, a patient's electronic health record should be only accessible for the healthcare personnel in charge. Furthermore, a patient must not be identified on the basis of electronic health data. As corollary, the following general security requirements arise:
• Confidentiality of patients' health data and patients' identity: All stored medical and personal data of a patient must be kept confidential within an EHR system to avoid violation of the patient's (data) privacy.
• Authorized access to patients' EHR data: Every patient has to authorize health professionals before they are able to access the patient's EHR data. In addition, health professionals (or users in general) must be authenticated by the EHR system before they can access the patient's EHR.
• EHR data transfer to third parties must be confirmed by the patient: The transfer of EHR data to third parties, e.g. for secondary use, must be explicitly confirmed by the patient to guarantee data privacy. Patient's consent is mandated also by the law in some countries, e.g. § 4 BDSG 1 in Germany implies this requirement.
• Data storage must be protected: EHR data that is transferred or stored at sites other than a health professional's system must be sufficiently protected to avoid unauthorized access and data manipulation. At this point, achieving end-to-end confidentiality and integrity is necessary to protect the data both when it is transferred to and stored at the EHR provider's system.
Most of these security requirements can be satisfied with cryptographic mechanisms, but their integration into the EHR infrastructure has to meet usability requirements of health professionals and patients. The focus lies on the integration of security aspects into the actual workflows. Confidentiality can be achieved by applying encryption, and cryptographic signatures can ensure the integrity of electronic health data. Independent from the used algorithms, it is important that the patient is in charge of the key material that encrypts or decrypts the patient's electronic health data, whereas the health professional is in charge of signature keys to sign the data when they are uploaded or changed. Health professionals have to be authorized by the patient before they are able to read and update the patient's health data. However, this authorization may hold for a group of health professionals when they belong to the same healthcare organization (e.g., department of a hospital).
In addition, EHR solutions should be diversified by providing a number of interchangeable methods to realize an objective. It's a matter of fact that recent hardware and software technology has to be applied in new secure EHR solutions. However over-challenging people with technology and obliging them to learn a lot to operate an EHR solution causes dissatisfaction, leading the solution to failure. Easy-to-use alternative techniques should be available, if one technique fails to satisfy the requirements of a particular person or situation.
All mentioned requirements have to be considered within EHR systems to ensure protection and confidentiality of patients' medical data.
Cryptographic Protection
The sensitive nature of health data requires EHRs to be stored in encrypted form. Due to requirements such as end-to-end security and privacy, straightforward encryption methods cannot be employed, rather we need a secure key management mechanism including secure generation, storage, delivery and retrieval of keys. This section unveils a number of hidden problems and common mistakes in adoption of cryptographic techniques to protect health data in large-scale EHR systems.
Undirected Communication
When a health professional encrypts a data object, the decrypting receiver, any legitimate system user, may be unknown. Thus, straightforward solutions like public key encryption cannot be employed easily. End-to-end undirected communication requires sophisticated key management mechanisms which should disseminate the key to authorized health professionals securely. Privacy, efficiency and usability also have to be taken into consideration when disseminating the decryption key. If only the patient is in possession of the encryption/decryption key, as adopted in German electronic Health Card [7] , the patients' physical presence is required at every practice or hospital where their data is supposed to be encrypted or decrypted. This is not feasible or practicable in many situations. Since only the patients have the keys, access to their data is lost if the keys are lost. Storing a backup key at an untrusted third party must be strictly avoided, as it endangers the confidentiality of the patient's data [34] . A third party acting as a part of the key management solution must not be able to obtain the decryption key. Availability of the decryption key in plain-text at any system node except the decrypting receiver end must be prevented by all means.
We point out the problem of usable key management originating from the undirected nature of communications in large-scale EHR systems. A comprehensive solution should take security and privacy as much into consideration as usability. Unusable security solutions would render users in attempting to avoid or circumvent the protection mechanism (e.g., giving access keys to all people if it takes too long to authenticate users). Essentially, the security mechanisms must be integrated into existing workflows without disturbing their operation or increasing the time needed to execute.
Granularity of Data Objects and Encryption
It is necessary to choose the granularity at which data objects are encrypted in a reasonable way. The data encrypted as a unit must be small enough to avoid data redundancy and big enough to contain information meaningful to health professionals. To determine the encryption granularity of data objects one should consider both medical and technical aspects. A data object is no more decomposable if it would lose its medical meaningfulness and completeness if decomposed further. Therefore, specification of the smallest meaningful unit is a difficult task with regard to medical aspects and technical performance. The level at which encryption is performed may vary in different systems. At best the granularity of encryption should be specified based on technical standards. Considering the health communications standard Health Level 7 (HL7) [15] and its Clinical Document Architecture (CDA), one can think of a CDA document as the smallest data object that is medically meaningful. As the standard changes, the granularity of encryption may also need to change accordingly.
Relationship to Access Control
Encryption and access control create synergies for the benefit of system security. Some approaches [3, 29] find access control alone to be adequate. However, neither access control nor encryption alone can guarantee the security of EHRs by themselves. Systems such as [25, 1] use both access control and cryptographic techniques. Without access control, encrypted EHRs may be accessed by all system users regardless of their privileges. Future decryption of these EHRs could be feasible. Access control per se does not provide protection against insiders. Regardless of centralized or decentralized storage of EHR data an insider can circumvent access control and gain access to medical documents easily. If the hardware is physically accessible, e.g. as a result of hardware theft, access control can be circumvented easily similar to any other application-level protection (e.g. audit trails). Decryption of stolen data may become feasible in the future. Secure outsourcing of EHRs to the cloud cannot be realized by simply relying on access control, since the cloud provider has full control over the outsourced data.
Encryption and access control should be regarded as two independent security components in the EHR system. Data objects have to be encrypted independent from associated access control schemes. In addition, access control should not care what ever it is protecting. Neither access control nor encryption can count on the other to act correctly. Access privileges to an EHR and its contents can be set at levels of broader scope than a single document. As a result, encrypted objects inside an EHR can have the same access permissions, but no two objects with distinct access rights should be allowed to be encrypted with the same key. Once one has the decryption key to decrypt one of the two data objects it is possible to decrypt the other one as well if the access control is bypassed. Encryption should be the last protection layer in the chain of protection mechanisms due to it requiring much effort to be broken.
Access Authorization
As already mentioned, access to an EHR must be authorized by its owner. Though the EHR data are kept in encrypted form on the EHR storage system, the health professional who wants to gain access to a patient's EHR needs to be able to decrypt the data and eventually encrypt new data to add it to the EHR. As we consider the EHR provider as untrusted, a typical access control and authorization mechanism implemented on the central system will not suffice. Hence, giving access authorization to a health professional is essentially the same step as giving the health professional the ability to encrypt/decrypt the data. Therefore, an access authorization mechanism should be chosen that technically authorizes the usage of corresponding encryption/decryption keys.
Requirements of Authorization Mechanism
To enable patients to actively confirm their consent with transmitting their medical data to an EHR system, and to allow other health professionals to access the data later, we need an authorization mechanism that essentially authorizes the ability to encrypt and decrypt EHR data. An important requirement is that only the patient should be able to give this authorization. Hence, a conceivable solution would be to establish one or more authorization secrets that are kept by the patients. Whenever the patients want to allow a health professional to access their EHR, they give one of these authorization secrets to the health professional.
Essentially, this means that authorization and encryption are conjoined operations. A key management scheme may be a priori established based on the authorization secrets in order to meet the requirements and constraints outlined in section 5.1. A possible realization could be achieved by having the cryptographic keys for encryption/decryption on a smartcard that only the patient possesses; when the patient wants to authorize access to the EHR, the smartcard is connected to a terminal at the healthcare organization and the patient confirms the authorization by entering the corresponding PIN of the smartcard into the terminal.
Usability Requirements
However, while there are technical requirements on the authorization mechanism which could be solved as depicted above, there are also requirements on the usability and practicality of the mechanism in the normal workflow of health professionals.
Hence, the following additional requirements have to be met by the authorization scheme:
• Support of various authorization procedures: A patient has to be physically and mentally present in order to supply the necessary authorization information, e.g. a smartcard PIN, required to access the patient's associated electronic health data. In real situations, a patient can also be represented by a representative, e.g. a relative or a confidant. Moreover, in case of an emergency that a patient may be unable to authorize, a representative should be able to act as a surrogate for the patient.
• Simplicity besides modernity: Authorization should be possible by simple methods as well as modern, eventually more complex, technical means. The authorization secret should be transferable by telephone, SMS, e-mail, smartphone and so on. On the one hand, older or disabled patients could be over-challenged with too complex technical means (e.g., an app on a smartphone). On the other hand, there is an upward trend towards modern devices among younger people. Hence, special care must be taken to enable authorization for elder patients with impairments, bedridden or physically handicapped patients and at the same time allow other people to use modern authorization means.
• Time-limited EHR data access: Medical diagnoses are often inserted or changed into the patient's EHR after the patient's medical attendance. Since a patient's EHR cannot be accessed by a health professional without a corresponding authorization secret, it has to enable an authorized health professional to access the patient's EHR for a specified time frame. Hence, medical diagnoses can be read or updated even after a medical attendance. The configured time frame must not be exceeded by the health professional.
Privacy and Metadata
Metadata contain information about the contents of a document and are often pseudonymized in order to protect the patient and the document creator. Metadata can be used as an attack vector by means of analysis of statistical databases, e.g. information about zip code, birthday and gender allows one to identify pseudonymized users [8] . Patient identities have been deduced from cancer type, zip code and time of diagnosis as well [10, 28] . If the anonymously stored data does not involve any personal data about the patient, it may still be possible to identify the author of a text by using stylometrics [26] . This can be done by comparing data from the EHR with medical publications or PhD thesis from various authors and thus identifying the physicians who accessed the medical documents of a specific patient. One can draw some conclusions about the patient by analysis of the data extracted this way; e.g. the specialities of the accessing health professionals. This kind of attack may be prevented by using predefined text modules.
Stingl and Slaming [30] pointed out different attacks on patient health records including the statistical analysis of metadata which can be mostly launched by internal attackers. Even if metadata is encrypted the attacker can draw different conclusions from the data. With pseudonymization and/or a reduced set of metadata this attack can be partly prevented at the expense of lesser interoperability.
Interpretation and Evaluation
Metadata are interpreted and evaluated by health professionals in order to search the bulk of medical documents within an EHR and select some for retrieval. Metadata have to contain meaningful meta information to be used as search criteria for document filtering and have to be stored in a way which makes information extraction possible, e.g. in plain-text. Plain-text achieves a maximum degree of searchability which is the main objective of adopting metadata. As long as no security critical data can be obtained from plain-text metadata this solution is the fastest and the finest. The healthcare professionals can search within the metadata after they are authorized to access a patient's EHR and their access permissions are controlled by the access control component of the EHR system. It is necessary to use pseudonyms and avoid identity revealing information within the plain-text metadata attributes. Latter aspect is not easy to achieve because medical and technical background information are needed to provably decide which metadata attributes can be used without jeopardizing security.
A big problem we face when de-identifying the metadata is that not all metadata attributes are pseudonymizable. For example we cannot pseudonymize the time of document creation. This is the point where pseudonymization may fail as a general solution. Another approach to metadata protection is encryption, which was adopted in [16] for instance. While encrypted metadata are much easier to protect, their searchability degrades drastically. Available technical solutions for computing on encrypted data such as Fully Homomorphic Encryption [12] have not matured yet and hence are not efficiently applicable to e-health metadata. Therefore encrypting metadata causes some usability concerns. Encrypted metadata should be decrypted to be assessable. Moreover a health professional may need to decrypt the whole metadata of a patient's EHR for a single access.
Metadata in E-Health Standards
The main focus of e-health standards is interoperability; security has not been a priority to date. Hence, metadata attributes defined by standards such as IHE [17] and HL7 [15] have an informative nature and do not consider security issues primarily. One may find metadata attributes which reveal confidential information either directly or indirectly in these standards. A big challenge is how to secure risky metadata attributes without sacrificing interoperability and informativeness. We have to find a trade-off between security and privacy on one hand and interoperability and informativeness of standard-compliant metadata on the other hand. An ideal solution would be to consider security during the development phase of standards by excluding privacy sensitive attributes. Till then we need to adopt the restrictive solution of using a reduced set of metadata attributes. We classify IHE metadata attributes into three categories: privacy-critical, potentially privacy-critical and privacy-non-critical. For maximum privacy we use only attributes in the privacy-non-critical category.
Interoperability Issues
Interoperability is a major success factor of an EHR and can be achieved by establishing an automatically executed protocol for the exchange of information between organizations. Such a protocol can either be agreed upon between two healthcare providers by themselves or established communication standards such as HL7 [15] can be used. Development of custom solutions will however result in fragmentation of the application landscape and increased development costs as interfaces will have to be designed for each point-to-point connection [33] . On the other hand, standards provide pre-defined messages and responses for data exchange and can cut development costs. In addition, implementation frameworks, such as IHE [17] describe an infrastructure for information exchange and may utilize standards as a means for communication.
Similarly to customized communication, each organization may employ its own security measures, resulting in varying security across organizations within an EHR network. Successful attacks on organizations with a weaker notion of security might act as an entry point to the entire EHR network. Also, if organizations do not have an interoperable authentication process, each organization may require a proof of identity compliant with its individual security policies. Such a scenario would severely hinder interoperability. In order to mitigate the risk of a diversified security environment, organizations should not only standardize their communication but their security policies and measures as well. Applying the principles of openness and auditing to healthcare interoperability solutions and EHR security might further the understanding of possible attack vectors and holes in current security measures and implementations. A well audited and scrutinized framework can at least increase security by design and help identify design and architectural flaws.
Modularization of security relevant components in healthcare information systems may not only lead to increased security but also facilitate exchange of security components if a security primitive is broken or an implementation found to be faulty. An additional side effect of standardization is the overall increase in security for all organizations as organizations will have to audit their security measures and policies if they want to join the EHR network. Additional costs for security might prove to be a barrier for smaller organizations if the financial incentive provided by the EHR is eaten up by the increased cost of security.
With regard to IHE there have been few research efforts to secure the framework. In 2007 Wozak et al. [35] developed a security infrastructure aimed at ensuring end-to-end security for the exchange of information via the IHE Cross-Enterprise Document Sharing (XDS) profile. In 2008 Wuyts et al. [36] published an improved XDS security architecture. IHE itself published the Document Encryption (DEN) [18] profile in late 2011. DEN provides means to securely exchange documents between healthcare providers using XDS. At this point in time, the profile is still only up for trial implementation and not yet part of the standard. It shows however that the need for increased security measures has been recognized and efforts to harden the security of the framework are underway.
Diversity in Usage
Healthcare professionals are reluctant to use EHR systems because they lack computer skills and need to spend a lot of time to learn how the complex system effectively and efficiently works [4] . Not all patients are computer-literate as well. Moreover, a human needs mental readiness to operate a device, remember a pass-phrase, etc., which may not be taken for granted if a patient is sick. An EHR is bound to fail if it would require the patient to purchase several pieces of hardware, understand their function, remember multiple passwords and PINs or present information such as cryptographic keys.
A successful EHR solution should enable sophisticated as well as simple usage methods, so that if a technique is difficult to use or gets obsolete over time, the system still remains usable. Technology overuse without provision of alternative usage methods diminishes usability of the EHR's services. Since EHRs are as such a technology-oriented trend, the diversity of usage is an often overlooked requirement in many existing EHR systems.
Conclusion
Ensuring the security of EHRs is of major importance and faces technical as well as usability problems. In particular, we consider scenarios where we only trust the healthcare providers and not the EHR systems that are eventually stored in the cloud. We laid out several new usability requirements we identified during our work in ongoing projects. In addition, we presented arguments to implement end-to-end security and pay more attention to the topic of metadata. We also gave insight into the problems we faced when considering the granularity of encryption and diversity of techniques to be used. We finally argue that future EHR systems need to be interoperable and standardized, but more importantly, their security has to be ensured on a cross-organizational level realizing end-to-end confidentiality of the medical data.
